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Lab Work No. 02
Protocol Analyzer — Wireshark

1. Aim
In this lab work, we will observe some network protocols "in action," interacting and exchanging messages
in a real execution using a software tool called a Sniffer.
The sniffer software we will use in our lab is Wireshark.
The aims of this lab are:
e To be able to use the Wireshark protocol analyzer: capture data packets traveling through the
network, observe, and analyze them.
e To discover the general characteristics and encapsulation of the "TCP/IP" model protocols.

2. Sniffer Software

A sniffer software is capable of intercepting, recording, and analyzing data traveling within a network. It
allows capturing the data flow passing through the network and displaying the content of each field that
constitutes this data according to the specifications of each protocol used.

It is important to note that data is structured into a set of fields, each containing specific information.

3. Wireshark i

Wireshark is an open-source protocol analysis software, or "packet sniffer,” used for network
troubleshooting, network analysis, protocol development, education, reverse engineering, and even hacking.
Wireshark is cross-platform and runs on Windows, macOS, Linux, Solaris, and FreeBSD. It supports 759
protocols.

Wireshark can be downloaded from:

http://www.wireshark.org/download.html

The official documentation is available at:

http://www.wireshark.org/docs/wsug_html_chunked/index.html

3.1. Working Principle

Wireshark captures Ethernet layer frames on a computer, allowing it to capture all messages sent (or
received) by all protocols running on that computer. This is because communication follows an
encapsulation principle, meaning that all upper-layer protocols are ultimately encapsulated within an
Ethernet frame.

Thanks to its packet analyzer, which understands the structure of messages exchanged by different protocols,
Wireshark can display the content of each field in a message depending on the protocol used.

» Example: Suppose we use a browser to visit the website of the University Center of Mila.

o Atthe Application layer, we use the HTTP protocol.

e The HTTP message is encapsulated in TCP or UDP messages, which in turn are encapsulated in IP
packets.

e The IP packets are further encapsulated in Ethernet frames before being transmitted over the
physical medium.
Wireshark captures an Ethernet frame and can analyze its structure:

e ldentifying the IP datagram encapsulated inside.

e Extracting the TCP segment from the IP datagram.

o Finally, extracting and displaying the HT TP message.
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3.2. Main Interface
Wireshark allows analyzing:

e Recorded traffic from an external file.

e Live network traffic (requires administrator privileges).
When launching Wireshark, the main interface consists of five zones:

The Wireshark Network Analyzer
Flle Edit view Go Capture Analyze Statistics Telephony Iools Help

B & e = El= wWEmK e (1)

Filter:

~ | Expression...| Clear | Apply

The World's Most Popular Network Protocol Analyzer

Interface List = Open (4) & Website (5)

Live list of the capture interfaces (counts incaming packets) Open a previeusly captured fle Visit the project's website

Start capture on interface: Open Recent:
gl etho
(2] Pseudo-device that captures on all interfaces [ Sample Captures

£ USB bus number 1 A rich assortment of example capturs files on the wiki & Security
£*| USB bus number 2

&r| USB bus number 6
Capture Options
g 2P 3 (2)

Start a capture with Getalled optons

@ User's Guide

The User's Guide {local version, i instalied]

Work with Wireshark as securely as possible

Q|

-» How to Capture
Step by step to a successful capture setup ( 3)

Network Media

Specific Infermation for capturing on: Ethemnat, WLAH, ...

) Ready to load or capture No Packets profile: Default

(1) Command Panel:

The top part of this panel contains the standard drop-down menus, the most interesting ones are:

= File: Save or open a captured data file.

= Capture: Start and stop data capture.
Below the drop-down menus, there are quick launch icons for the tasks presented in these menus.
Then, there is the Filter field to filter the captured packets to be displayed. There is also the
"Expression" button right next to it to define a more complex filter expression.

(2) Network Interfaces and Quick Capture Launch:
Displays all active network adapters, including virtual interfaces (created by VirtualBox, etc.).

(3) Packet Capture Help:
Provides guidance on capturing and analyzing network data.

(4) Recent Capture Files:
Displays a list of recently recorded captures for quick access.

(5) Online Help and User Manual:
Contains links to Wireshark's main website and user guide.

3.3. Capturing Packets with Wireshark
The capture process consists of three steps:

(1) Selecting the network interface Wireshark will use (a computer may have multiple interfaces).
(2) Starting the capture process.

(3) Stopping the capture.
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= How to Start a Capture?
» Method 1: Using the ""Capture' section:
o Select a network interface from the ""Interface List".

2 Start
o CIick"Start":i

> Method 2: Using the Command Panel, either by:
o Navigate to Capture — Interfaces.
o Click the first icon in the quick launch toolbar, titled **Interface List"
o Use the keyboard shortcut Ctrl + 1.
The following window opens:

r e 2]
M Wireshark: Capture InterTaces s — - - e |
Device Description P Packets Packets/s
[ ] VirtualBox Host-Only Network  Oracle fe80:5d25:9F(4:284:9641 - -
B E Connexion réseau sans fil Microsoft feB0:3cd2:5921:cde5:1e84 - =
E| Connexion au réseau local Marvell Yukon Ethernet Controller, feBluecilie3aciead®:E0be - -
oo | (Lo ) (]
i

Simply select the desired interface and then click the "Start" button to begin the capture.
After selecting an interface and starting the capture, Wireshark captures all packets
sent/received and displays a window like this:

‘ *Connerion réseau sans fil Wireshark 223 0-g 7531cd)] g
File Edit Yiew Go Capture Analyze Statistics Telephony Tooks Intemals Help

codEE BNYXR2 Ae»aT72 EE aqaan #2%% B

Filter: Exprescion.. Clear Jpphy  Save
™ Time Source Destinstion Protocel Length  Info
1142 27.036767 193.104,60,133 192.168.1.2 TP 1466 [Tcp segment of a reassembled pou)
1143 27.081363 193.194.69.133 192.168.1.2 TP 1466 [TCP segment of a reassembled PoU]
1144 27.084553 193.194,69.133 192.168.1.2 TP 1466 [TCP segment of a reassembled POU] (1)
1145 27.084619 192.168.1.2 193.194.69.133 TP 54 56960-80 [Ack] seq-1087 Ack=14598 win=-16944 Len-0
1146 27.088010 193.194,69,133 192.168.1.2 e 1466 [TCP segment of a reassembled PDU]
1147 27.091392 193.104.60.133 192.168.1.2 TP 1466 [TCP segment of a reassembled POU]
13148 27.091445 192.168.1.2 193.194.69.133 TP 54 56960-80 [Ack] Seq=1087 Ack=17422 Win=16944 Len=0
1149 27.094593 193.194.69.133 192.168.1.2 e

1150 27.097800 193.194.69.133 192.168.1.2 T 1466 [TCP segment of a reassembled POU]
1151 27.097839 192.168.1.2 193.194.69.133 TP 54 56960-80 [ACK] Seq=1087 Ack=20246 win=16944 Len=0
1152 27.140668 193.164,69,133 192.168.1.2 HTTP 99 wTTP/1.1 200 Ok (application/json)
1153 27.149785 192.168.1.2 193.194.69.133 TCe 54 56962-8D [ACK] 56q-582 Ack-2918 win-16944 Len-0
1154 27.208979 193.194.69.133 192.168.1.2 TCP 1466 [TCP segment of a reassembled PDU]
1155 27.212159 103.104,60,133 192.168.1.2 e 1466 [TCP segment of a reassembled POU]
1156 27.212210 192.168,1.2 193.194.69.133 T 54 56960-80 [AcK] seq-1087 Ack=23070 win=16944 Len-0
1157 27.215371 193.194,69,133 192.168.1.2 TP 1466 [vcp segment of a reassembled pou]
1158 27,218284 193.194,69.133 192,168.1.2 HTTP 1258 HTTP/1.1 200 OK (image/wnd.microsoft, icon)
1159 27.218366 192.168.1.2 193.194,69,133 e 54 5696080 [ACK] 56q-1087 Ack=-25686 Win-16944 Len-0
1160 27.627951 192.168.1.2 193.194.69.133 HTTP 636 GET /ar/index. php?option=com_imageshow&view=showdshowlist_id=11&Forsat=showlist HTTP/1.1
1161 27.796102 193.194,60.133 192.168.1.2 TP 54 80-56960 [AcK] Seq-25686 Ack=1669 Win=18048 Len~0
1152 28,195888 193.194,69.133 192.168.1.2 P 1466 [TCP segment of a reassembled POU]
1163 28.196056 193.194.69.133 192.168.1.2 TP 102 [TCP segment of a reassembled POU]
SRR TR FEEEETHRECS—. L o i,
| — - m »
1 Frame 1149: 1466 bytes on wire (11728 bits), 1466 bytes captured (11728 bits) on interface 0
© Ethernet II, Src: HuaweiTe_7a:cb:5b (ec:cb:3D:7a:ch:5b), Dst: IntelCor_84:45:b0 (00:26:c6:84:45:b0)
= Intermet Protocol version 4, Src: 193.194.69.133, pst: 192.168.1.2 ( )
0100 ..., = versfon: 4 2

.. 0101 = Header Length: 20 bytes (3)

A i B o v e

J0O010 05 ac of <8 40 00 3¢ 06 98 91 c1 c2 45 85 cO a8
0020 01 02 00 50 de 80 8e 36 89 50 e4 7f 1b 35 50 10
J0030 0D 84 3c <2 00 00 00 00 ©OD 00 00 00 00 00 00 00
0040 00 00 00 00 00 00 G0 00 00 00 00 00 00 00 00 00 . ae
j0050 0D 0D OD 0D 00 00 00 60 0D 0D 7f 7f 7f 02 4< 4c Ciessies ssiess -9 -

OB File: *C\Users\Mohemmed\AppDetshLocely... Packets: 1165 - Displayed: 1165 (100,0%) - Dropped: 0 (8,0%) Brofile: Default

The interface consists of three areas:
(1) The top area: displays the list of captured packets.
(2) The middle area: displays the details of a selected (highlighted) packet from the top area.
(3) The bottom area: displays the content of the selected packet from the top area in ASCII and
hexadecimal.
The capture can be stopped simply by clicking the "'Stop the running live capture™ button in the quick

launch icon bar in the "*Control Panel*: -
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3.4. Analyzing Captured Packets

In the capture window, the information displayed in a lower area corresponds to what has been selected in
the upper area. Thus, if you want to see the details of a captured packet, simply select it in area (1), and its
encapsulation information will be displayed in area (2), along with its hexadecimal content in area (3).

3.4.1. Filtering Captured Packets

It can be observed that there are many types of packets captured and displayed by Wireshark due to the large
number of protocols supported by this software. To search within the captured data and display only the
traffic of interest, filters are used. The general syntax of a simple filter expression is:

Protocol . Parameter Operator Value
Example: ip . addr == 192.168.1.1

The filter expression can be defined visually by clicking on the "Expression button next to the "'Filter"
field in the control panel. To define the filter expression, follow the steps illustrated in the following figure:

M Wireshark . Display Filter Expression ? e
Field Name Relation
IPFC + IF Ower FC || is present

IFME - Intelligen: Platform Management Bus st +
IPMI .« Intelligent Platform Manzgement Interface I=

IPMI Sezsion . Intelligent Platform Management |.. =
ipmi-trzce . [PMI Trace Data Collection -

IPMNET - Solaris IPMET ==
IPolE . IP over Infiniband e

IPOS . IPOS Kernel Packet Protocol contains
IPP . Internet Printing Protocol matches
IPSICTL « IPSICTL in

* |Pv4. Intemet Protocol Version 4
ip.addr  Source or Destination Address
ip.bogus_ip_length . Bogus [P length

ip.bogus_ip_version . Bogus P version Vaue (IPv4 address)

ip.checksum . Header checksum — |
192.168.1.1 ‘—'—

ip.checksum.ststus - Header checksurm status ECERC

ip.checksurm_bed.expert - Bad checksum Erecemmed aitien

ip.checksum_calculated - Calculated Checks..
ip.cipso.categories - Categories

ip.cipso.doi « DOI

ip.cipzo.malformed . Mafommed CIPSOtag
ip.cipso,sensitivity_level « Sensitivity Level
Ip.cipso.tag_data - Tag data

ip.cipso.tag_type . Tag Type

ip.cur_rt  Current Route ¥ | Ravige (offsctdengthl

Search: | || |
ip.add == 192.168,1.1 |

ek OK to insart. tais fiber
Annuier Aids

(1) Select the protocol, and for the parameter, simply expand the list of parameters by clicking on **>"" in
front of the protocol and choose one.
(2) Then, select the comparison operator.
(3) Finally, enter the desired value in the value field.
Throughout the steps, the expression is built at the bottom of the window. Once finished, click ""OK"".
More complex filter expressions can be defined using logical operators. The format is:

Expression logical operator expression ...
Example: TCP I UDP
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» Primary comparison operators:

English C-Like Description Example
gt > Greater than
it < Less Than
ge >= Greater than or equal to
le <= Less than or equal to

= Primary logical operators:

English Lik.e Description Example
and 28 Logical AND (ip.5rc == 10.10.10.100) AND (ip.Src == 10.10.10.111)
or 1 Logical OR (ip.5rc == 10.10.10.100) OR (ip.src == 10.10.10.111)

1(ip.SrC == 10.10.10.222)

not ! Logical NOT  Note: Usage of m is deprecated; using it could provide inconsistent results, Using the style is
suggested for more consistent results,

= Examples of filter expressions:
e ip.addr ==192.168.1.1 — Displays packets with source/destination IP 192.168.1.1.
e tcp|ip || dns — Displays TCP, IP, or DNS traffic.
e ip.src == 192.168.1.1 && ip.dst != 172.16.10.2 — Shows packets from 192.168.1.1 excluding
destination IP 172.16.10.2.

e eth.addr == 00:2F:4C:01:23:6C — Shows traffic from the MAC address 00:2F:4C:01:23:6C

3.4.2. Captured Packet List
In the list of captured packets displayed in area (1), each line corresponds to a captured packet. It contains:

e The packet number assigned by Wireshark,

e  The time the packet was captured,

e The source and destination addresses of the packet,
[}

The protocol type, and protocol-specific information contained in the packet.

The list of captured packets can be sorted by any of these categories by clicking on the corresponding
column name.

3.4.3. Packet Details

If a packet is selected in the top area, the middle area provides details about the packet as well as its
different encapsulation levels.
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» Example: If an HTTP packet is selected in the top area, the middle area displays something

similar to this:

1 Frame 626: 613 bytes on wire (4904 bits), 613 bytes captured
| Ethernet II, src: IntelCor_84:45:b0 (00:26:c6:84:45:b0), Dst
| Internet Protocol Version 4, Src: 192.168.1.2, Dst: 193.194.
| Transmission Control Protocol, Src Port: 56971, Dst Port: 80
| Hypertext Transfer Protocol

[+

HEEB

e Each entry corresponds to an encapsulation level. The encapsulation order is read from bottom
to top. It is essentially the de-encapsulation order that is displayed.

e Wireshark captures a sequence of bytes. It extracts the frame from this sequence, then extracts
the IP packet from the frame, followed by the TCP (or UDP) message from the IP packet, and
finally, the HTTP message.

e Clicking the "+" in front of each encapsulation level allows you to view all its fields.
Additionally, some fields can also be expanded. For example, expanding the Ethernet entry
(data link layer) reveals the **Destination,™ **Source,” and ""Type" fields. The *'Destination"'
and ""Source" fields can, in turn, be expanded.

3.4.4. Packet Content in Hexadecimal
e The bottom area displays frame data in hexadecimal.
o Clicking on a protocol layer (in the middle area) highlights the corresponding byte portion.
o Conversely, clicking on any byte in the bottom area highlights the corresponding field in the
middle area.

# Frame 619: 102 bytes on wire (816 bits), 102 bytes captured (816 bits)
ernet II, Src: HuaweiTe_7a:cb:5b (ec:cb:30:7a:cb:5b), Dst: IntelCor

# Internet Protocol Vversion 4, Src: 193.194.69.133, Dst: 192.168.1.2
@ Transmission Control Protocol, Src Port: 80, Dst Port: 56971, Seq: 1413

WLVVMOO 26 c6 84 45 b0 ec cb 30 7a cb 5b 08 OORER] 0 E
0010 00 58 75 32 40 00 37 06 05 7c c1 c2 45 85 cO a8 wXU2@75 = [asEva
0020 01 02 00 50 de 8b 47 56 el 94 1a 51 dé6 bf 50 18 TR 50 R € (R o A )

4. Required Work
1. Start a packet capture in Wireshark using the Ethernet interface.
2. List five different protocols used by your computer.
3. Apply the following display filters:
(@) Packets with a TCP destination port of 25.
(b) All TCP messages except those with source/destination port 80.
(c) Only packets sent by your machine.
(d) All except ICMP packets.
4. Perform a "ping" command while capturing packets.
o ldentify the protocol used and its network layer.
5. Visit www.centre-univ-mila.dz in a browser while capturing.
(@) Identify the protocol used by the browser.
(b) Apply a filter to show only HTTP messages.
(c) Select an HTTP packet and answer:
o Which layer does HTTP belong to?
o What transport protocol does HTTP use?
o What is the encapsulation structure?
(d) Identify the two types of HTTP messages exchanged.
(e) Measure response time for the HTTP request.
(f) Find the server's IP address.
6. Save the final capture.
7. Open the saved capture file.
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