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Lab Work No. 03
Ethernet and ARP Protocols Analysis Using Wireshark

1. Aim

The aim of this lab is to study the functioning of the Ethernet and ARP protocols by analyzing network
traffic using Wireshark.

2. Encapsulation in the TCP/IP Stack
For example, for an HTTP message, the encapsulation order is "HTTP-TCP-IP-Ethernet".
Note that in Wireshark, this order is displayed inversely as "Ethernet-IP-TCP-HTTP"
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An Ethernet frame contains the "Ethernet Header" and the "Ethernet Data" field. The latter contains the IP
packet, whose structure is not recognized by the Ethernet layer, so it is up to the upper layer to determine its
header and data. Similarly, the IP Data field contains the TCP message, and so forth. The figure below
illustrates the structure (as well as the succession of headers of different encapsulated protocols) for a
captured HTTP message.
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File Edit View Go QW'AMW Statistics 'Idephcnz- Tools Internals |
coAma BNRXR2Aaes»a T 2 EF

Filter: B Express{

No. Time Source Destinaticn Protoc
7145 47.829878 193.194.69.164 192.168.1.3 TCP
7146 47.829952 192.168.1.3 193.194.69.164 TCP
7147 47.833308 193.194.69.164 192.168.1.3 TCP

‘ 7148 47.836489 193.194.69.164 192.168.1.3 HTTP
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o Frame 7148: 1466 bytes on wire (11728 bits), 1466 bytes ca
Ethernet II, Src: HuaweiTe_Za:cb:5b (ec:cb:30:7a:cb:5b), D!

: Transmission control Protocol, Src Port: 80, DSt Port: 5561
Hypertext Transfer protocel

2
]
¥ Internet Protocol version 4, Src: 193.194.69.164, Dst: 192
¥
S 4

0000 ; - g ENERENE 45 00 N

oe cl c2 45 a4 c0 a8 ol
0020 01 03 00 S0 d9 41 Ob ds fc de d8 d3 &7 bl 50 10 ...H
0030 01 4d e5 01 00 00 4d 18 1c b2 79 5a 0c cd 41 3¢ .M.,
0040 8a 8¢ B7 6a d4e Of 55 8d fe 37 d9 ¢3 d6 91 89 5b
| 2f 17 33 d7 27 6d 22 00

| Packets: 8227 - Drsplayed: 8227 (1(0

0010

0030 01#501(!)(!)4d181cb279500cod413c

0040 8 8c 87 6a 4e Of 55 8d fe 37 d? c3 d6 91 89 5b
0050 €2 81 91 a0 ¢4 b2 6¢c cc 2f 17 33 d7 27 6d 22 00
0060 24 9c al 12 86 b8 cb 82 25 ad 19 5a a0 8¢ 96 80

Entéte-TCP HTTP

The header size of a packet can be calculated by knowing its structure (the different fields that compose it).
For example, the Ethernet header is 14 bytes, while the IP and TCP headers are each 20 bytes. Note that the
header size can be variable, as is the case for the HTTP header.

Wireshark also displays, at the bottom of the status bar, the header size of the selected protocol in zone (2).
In the previous figure, the status bar indicates that the Ethernet header size is 14 bytes.

3. Ethernet Protocol
Here is the structure of the Ethernet frame:

Fie:ld Length,
in Bytes Ethernet

8 6 6 2 46-1500 4

Field Length,
in Bytes IEEE 802.3
7 1 6 6 2 46-1500 4
S| pestination Source
Preamble (0 (22 Length 802.2 Header FCS
£ Address Address anaDaE

SOF = Start-of-Frame Delimiter
FCS = Frame Check Sequence
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A network traffic capture is performed using Wireshark. Select a packet in zone (1), and in zone (2), press
[+] at the Ethernet level to view the different Ethernet header fields.

No. Time Source Destination Protocol Length Info
88 9.426696 192.168.43.135 193.194.69.133 HTTP 569 GET / HTTP/1.1

120 9.624706 193.194.69.133 192.168.43.135 HTTP 1041 HTTP/1.1 200 oK (text/html)
232 23.258511 192.168.43.135 193.194.69.133 HTTP 524 GET /theme/yui_combo.php?3.17.2/cssbutton/csslt
235 23.310647 192.168.43.135 193.194.69.133 HTTP 646 GET /course/index.php?categoryid=8 HTTP/1.1
240 24.087262 193.194.69.133 192.168.43.135 HTTP 281 HTTP/1.1 200 oK (text/css)
242 24.110712 192.168.43.135 193.194.69.133 HTTP 1039 GET /theme/yui_combo.php?m/1677996001/core /wit
250 24.268023 193.194.69.133 192.168.43.135 HTTP 862 HTTP/1.1 200 ok (application/javascript)
353 30.029695 192.168.43.135 193.194.69.133 HTTP 676 GET /course/index.php?categoryid=17 HTTP/1.1
373 30.956267 193.194.69.133 192.168.43.135 HTTP 604 HTTP/1.1 200 ok (text/html)
416 35.659859 192.168.43.135 193.194.69.133 HTTP 677 GET /course/index.php?categoryid=19 HTTP/1.1
420 35.938237 192.168.43.135 193.194.69.133 HTTP 677 GET /course/index.php?categoryid=19 HTTP/1.1
442 36.633396 193.194.69.133 192.168.43.135 HTTP 540 HTTP/1.1 200 oK (text/html)

4 | I

# Frame 88: 569 bytes on wire (4552 bits), 569 bytes captured (4552 bits) on interface 0
= Ethernet II, Src: HonHaiPr_78:de:bb (14:2d:27:78:de:bb), Dst: 46:8c:1f:6c:4a:bf (46:8c:1f:6c:4a:bf)

# Destination: 46:8c:1f:6c:4a:bf (46:8c:1f:6c:4a:bf)
# Source: HonHaiPr_78:de:bb (14:2d:27:78:de:bb)
Type: IPv4 (0x0800)
# Internet Protocol Version 4, Src: 192.168.43.135, Dst: 193.194.69.133
# Transmission Control Protocol, Src Port: 51216, Dst Port: 80, Seq: 1, Ack: 1, Len: 515
+ Hypertext Transfer Protocol

WOVi6 8c if 6c 4a bt 14 2d 27 78 de bb 08 OOCERNE. . 10. .- x..... B
0010 02 2b 14 =0 40 00 BO 06 075 cO a8 2b 87 1l c2 P R

0020 45 85 c8 10 00 50 40 1b 18 34 79 39 32 15 50 18 E....P&E. .4y92.P.
0030 00 40 9c 7e 00 00 47 45 54 20 2f 20 48 54 54 50 LB.~..GE T / HTTP
0040 2f 31 2e 31 Od 0Oa 48 6f 73 74 3a 20 65 6c 65 61 /1.1..Ho st: elea
0050 72 6e 69 6e 67 2e 63 65 6e 74 72 65 2d 75 6e 69 rning. ce ntre-uni
0060 76 2d 6d 69 6c 61 2e 64 7a 0d 0Oa 43 &f 6e 6e 65 v—mi?a.d z..Conne
0070 63 74 69 6f 6e 3a 20 6b 65 65 70 2d 61 6c 69 76 crion: k eep-aliv
0080 65 0d 0a 55 70 67 72 61 64 65 2d 49 6e 73 65 63 e..Upgra de-Insec
0090 75 72 65 2d 52 65 71 75 &5 73 74 73 3a 20 31 od ure-Requ ests: 1.
00a0 Oa 55 73 65 72 2d 41 67 &5 6e 74 3a 20 4d 6f 7a  .uUser-Ag ent: Moz

0 @’ Ethernet (eth), 14 bytes Packets: 734 . Displayed: 25 (3,4%) - Dropped: 0 (0,0%)

» Observations:

e The "Preamble" field does not appear in the frame because it does not contain useful data; it
only serves as a mechanism to help the network card identify the beginning of the frame.

e There is a destination address and a source address fields. Wireshark deciphers the first three
bytes of the address and indicates the manufacturer of the card, such as Huawei.

o Ethernet frames are generally of type "Ethernet I1," which is determined by the "Type" field. In
the case of an Ethernet | (IEEE 802.3) frame, the "Length™ field replaces the "Type" field,
indicating the length of the Ethernet frame.

e The "Type" field contains a hexadecimal value indicating the upper-layer protocol to which the
frame belongs. For example, if its value is 0x0800, the frame is intended for the IP protocol, and
the "Data" field of the Ethernet frame contains the IP packet.

e The "Data" field begins with the Internet layer protocol header (in the figure, it is the IP packet
header).

e The "Data" field may contain padding data if the frame is smaller than 64 bytes.

e There is no visible CRC field. It exists but is invisible to the system or Wireshark because it is
directly processed by the Ethernet-level equipment that sends or receives frames, calculates the
checksum, and verifies for errors.
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4. ARP Protocol
ARP is used to find the corresponding Ethernet address (MAC address) for a local IP address. The [IP -
MAC] combinations are stored in a cache memory, which can be manipulated using the following
commands:

1. Check the ARP cache: Type the command arp -a in the command prompt.

EN C:\Windows\systerm32\omd.exe

Microsoft Windows [wersion 6.1.76811
Copyright {c»> 288% Microsoft Corporation. Tous droits réservés.

C:“Users~Meriem_ MERIEM-PCXarp —a

Interface = 192.168.43.232 —— Bxc
Adresze Internet Adressze physique Type
-43.1 46—8c—1f—-6c—4a—-hf dynamigue
.43.135 14-2d-27-78—de-hb dynamigue
-43.255 fE—ff—fE—f£F—FF—£F statique
.a.22 A1-08-5e-AA-AB8-16 statigue
251 B1-00-5e-A0—A@—fh statigue
252 B1-08-5e-@A—-@0—fc statigue

L5 2LL_25Q B1-B8-5e-—ff-fa statigue
.255.255 Ff—FF—Ff—FF—FE—FF statique

: 192 168 .56.1 —— Bxl2
Internet Adresse physigue Type
.56.255 EoE it F T ¥ e e 3 4. statigue
ey A1-08-5e-AA-AB8-16 statigue
.A.8.251 B1-00-5e-A0—A@—fh statigue
224.8.8.252 B1-08-5e-00-@0—fc statigue
239 _255_255_258 B1-88-5e-Pf-—ff-fa statique

sUserssMeriem.MERIEM-PCX>_

2. Delete an entry from the ARP cache: Open the command prompt as an administrator and type the
command: arp -d IP_ADDRESS (e.g., arp -d 192.168.1.1 to remove the IP 192.168.1.1
from the ARP cache).

4.1. Capturing ARP Traffic
In the lab room, an internet-connected computer follows the following connection steps:
Any request sent by the computer goes through the gateway. This is also the typical setup for a home
computer connected to the Internet via a modem, where the modem acts as the gateway.

o Note: To find out the IP address of the gateway, use the command netstat -r. The gateway address is

the one corresponding to the default destination 0.0.0.0.

When using a web browser to load a webpage (e.g., the Google homepage), the computer must know the
MAC address of the gateway. It uses the ARP protocol to find it. The ARP packet exchange captured by
Wireshark resulted in the following:

File Edit Vimw Go Copture Anzlyze Statistics  Telephony  Tools  Intermals Help

ee 48 BTNEE AeraTL2/|EE acaafd 2R E|

Filter: | amp |-|bpmshm" Clear Apply  Sawve

Mo. Time * Source Destination Protacol  Length  Info
1853 11.670527 46:8c:1F:6c:da;bf HONHATPr_38:68:75 ARP 42 who has 192.168.43.2327 7Tell 192.168.43.1
1854 11. 670552 HonHaiPr_38:68:75 46:8c;1F:6c:4a:bf HRP 42 192,168, 43,232 s ar 48:5a:b6:38:68:75

5532 39.062250 46:8c:1f:6c:da:bf HonHaiPr_38:68:75 ARP 12 who has 192.168.43.2327 Tell 192.168.43.1
5533 30.062284 HonHaiPr_38:68:75 AG:8c:1F:6c:4a:bf ARP 12 192,168, 43,232 s at 48:5a:b6:3B:68:75
m

+ Frame 1853: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
# Ethernet 1T, src: 46:8c:1f:6c:4a:bf (46:8c:1fF:6c:4a:bf), psT: Honsalpr_38:68:75 (48:5a:bh6:38:68:75)

Hardware Type: ethernet (1)

Protocol type: TPwd (Dx0800)

Hardware size: ©

Pratocol size: 4

Opcode: request (1}

Sender Mal address: 46:8c:1f:6c:dabf (46:Bc:1f:6c:da:bf)

sender IF address: 192 168.43.1

Targer Mal address: D000:00_00:00:00 (0000200 00:00:00)

Target IF address: 13%2.168.43.232

0000 48 5a be 38 68 75 46 8c 1 6c 4a bf 08 06 HZ. Bhur. .73...

aoLon
0020

O [B7 | Address Resalution Pratacel (arp], 28 bytes Packets: 7336 - Displa... | Profile: Defauk
e .
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Note that a filter is applied to display only ARP packets.
There are two types of ARP packets (distinguished by the Info column in zone 1):
1. ARP Request Packet: The Info line contains "Who has 192.168.43.2327? ..." (See frame no. 1853).
2. ARP Reply Packet: The Info line contains "IP_ADDRESS is at MAC_ADDRESS" (See frame no.
1854).
By selecting frame no. 1853 and clicking [+] on "Address Resolution Protocol” in zone (2), the following
fields are displayed:
o "Hardware Type" and "Protocol Type": Indicate that the network card being queried is an Ethernet
card, and its logical address is an IP address.
o "Hardware size" and "Protocol size": Define the sizes of the physical (MAC) and logical (IP)
addresses as 6 bytes and 4 bytes, respectively.
e "Opcode": Contains the value request (1), indicating a request packet.
o "Sender MAC," "Sender IP," "Target MAC," and "Target IP": Define, respectively, the MAC and IP
addresses of the sender and the MAC and IP addresses of the target.
For frame no. 1854, clicking [+] on "Address Resolution Protocol” reveals:
e The "Opcode" field contains the value reply (2), indicating a reply packet.
e The values of "Sender MAC," "Sender IP," "Target MAC," and "Target IP" are swapped, as the
recipient becomes the sender.

Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IPvd (0x0800)
Hardware size: &

Protocol size: 4

opcode: reply (2)

sender MaC address: HnnHaTPr_EE:EE:?SlEEE:Sa:hE:RE:ES:FEE]
sender IP address: 192.168.43.232
Target MAC address: 46:8c:1f:6c:4a:bf (46:8c:1f:6c:4a:bf)
Target IP address: 192.168.43.1

In the request packet, the sender knows its own MAC and IP addresses, as well as the target IP address (the
IP address for which the MAC address is being requested), so it fills them in. The target MAC address is
unknown, so it is set to 00:00:00:00:00:00. This address will be filled in by the sender once it receives the
ARP reply.

5. Assigned Work
I. Capture network traffic as follows: Start a Wireshark capture, then load a webpage (e.g.,
elearning.centre-univ-mila.dz) via your browser. Stop the capture after a moment.
1. Identify a packet containing an HTTP GET message.
2. What is the destination MAC address in this packet? Is it your computer’s Ethernet address?
Explain.
3. ldentify a packet containing an HTTP OK message.
4. What is the source MAC address in this packet? Is it the Ethernet address of the web server hosting
the requested page? Explain.
5. What is the Ethernet broadcast address? Identify a broadcast Ethernet frame.
6. Which field in the Ethernet header determines the upper-layer protocol of the frame?
7. Provide an example (captured packet number) of an IP protocol-destined packet. What is the value
of the previous field in this case?
8. For an HTTP packet, how many bytes does each header (Ethernet, IP, and TCP) occupy?
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I1. In this section, we attempt to make the machine use the ARP protocol to discover the MAC address of the
local router (the gateway). Then, we analyze the captured traffic.
1. What is the gateway’s IP address?
Is the gateway's IP address present in the ARP cache?
Delete the gateway’s IP address from the ARP cache.
Capture network traffic using Wireshark while loading a webpage.
Filter captured packets to display only ARP packets.
Identify an ARP request packet.
Identify its corresponding ARP reply packet.
What is the "Opcode" value for both packets?
What is the ARP header size for a request? What about a reply?
10 What is the target MAC address in the ARP request packet?
11. Complete the following schema with the information from both ARP packets.

© o N Ok WD

Request or Reply

Computer T
o ~a Gateway
eoereoeenn ARP
asd >

Paquet n°.............

Sender MAC: ... Sender MAC: LUILETUILBIILALIAG SR UCTY
Sender IP: oo Sender IP: .........

Target MAC: ..ot [Farget MA G LICHITIILRGANSILCL R VULL
Target IP: ..o s eeens Target IP:
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